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© Device for encoding or decoding of signals. 



© An electronic device comprises coding logic 
to code digital signals in accordance with one 
of a number of predetermined codes; a code 
selector to select one of the predetermined 
codes ; and a protocol selector to configure 
coded digital output signals produced by the 
coding logic to conform to one of a number of 
predetermined protocols. 
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THIS INVENTION relates to an electronic device 
for encoding or decoding electrical signals. 

BACKGROUND TO THE INVENTION 

In certain applications such as remote alarm sys- 
tems and access control systems, which require se- 
cure data transmission, data in encrypted form is 
transmitted by a transmitter to a receiver. The re- 
ceived encrypted data is then decrypted, validated by 
a control unit, and then further processed according 
to the requirements of the application. 

Various methods of data encryption are known in 
the art In most methods, data is encrypted at the 
transmitter by combining it together with an encryp- 
tion key according to a fixed algorithm. The encrypted 
data is decrypted at the receiver by applying a con- 
verse algorithm to the encrypted data together with 
the same encryption key. The security of such a com- 
munication system will obviously be compromised if 
the encryption key becomes known to unauthorised 
users. 

The security of encrypted data transmission may 
be increased in various ways. For example, the en- 
cryption key may be made to vary randomly and used 
only once. Such an encryption key is known as a "one 
time key". Alternatively, the encryption key may be 
fixed and the data to be combined with the key may 
be varied. This method of data encryption is known 
in the art as "code hopping". 

Both of these methods of data encryption will en- 
sure that no two data transmissions are identical. This 
principle ensures that encrypted data which is inter- 
cepted during transmission and which is subsequent- 
ly retransmitted by an unauthorised user, cannot be 
used to disable the alarm system or to bypass the ac- 
cess control system. 

Japanese Patent Number 63-1 55930 discloses a 
method of providing encrypted data for secure trans- 
mission across a public data network. The method 
comprises generating an encryption key, and the 
transmission of the key from the transmitter to the re- 
ceiver, or vice-versa, across the public data network. 
Network processors at the transmitter and receiver 
then encrypt and decrypt data transmitted across the 
network by using the common encryption key. The 
network processors also format the encrypted data 
according to a fixed protocol suitable for transmission 
across the network. 

Further methods and apparatus for secure com- 
munication are disclosed in the following patent num- 
bers: WO 89/10666 which relates to a protocol which 
is used for the transmission of encrypted data; GB 
2124856 which relates to a multi-level encryption 
scheme applicable to the broadcasting of encrypted 
signals; and EP 0300824 which discloses a method 
of producing a continuous sequence of one-time en- 
cryption keys. 



Japanese Patent number 61-205048 relates to a 
communication apparatus which is configurable to re- 
ceive or transmit data according to one of a number 
of different selectable communication protocols. The 
5 data is not encrypted prior to transmission by the 
communication apparatus. 

The efficiency of data encryption using code hop- 
ping techniques is reduced when data encryption is 
performed using standard types of integrated circuits, 
10 because the word length of these integrated circuits 
is small. This is problematic in instances where more 
alarm systems or access control systems are manu- 
factured than there are distinct codes available, as 
duplication is inevitable and security is thereby re- 
15 duced. 

In one particular type of remote alarm system, 
the number of distinct codes is increased by widening 
the word length of the algorithms used for encryption 
and decryption. When this is done by using discrete 
20 standard types of integrated circuits, the resulting 
electronic circuits for encryption and decryption are 
large, complex, unnecessarily expensive and have 
large power consumptions. 

25 OBJECT OF THE INVENTION 

It is an object of this invention to provide a device 
which will enable the encryption or decryption of elec- 
trical signals. 

30 

SUMMARY OF THE INVENTION 

According to this invention there is provided an 
electronic coding device, comprising : 
35 coding logic means to code digital signals in 

accordance with one of a number of predetermined 
codes; 

a code selector connected to the coding logic means, 
the code selector being instructs ble to select one of 
40 the number of predetermined codes; 

an input for the coding logic means to receive digital 
input signals; and 

a protocol selector connected to the coding logic 
means, the protocol selector being instructable to 

45 configure coded digital output signals produced by 
the coding logic means to conform to one of a number 
of predetermined protocols. 

Preferably, the code and protocol selectors are a 
configuration store, and the configuration store con- 

50 tains a number of key values, a number of variable 
values, and data to select one of the number of pre- 
determined codes for coding digital signals. 

A yet further feature of the invention provides for 
one coding of digital signals is encrypting a key value 

55 and a variable value contained in the configuration 
store, to produce an encrypted signal, and another 
coding of digital signals is decrypting a previously en- 
crypted signal to recover from it the variable value by 
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using the same key value contained in the configur- 
ation store, which was used for encryption. 

Still further features of the invention provide for 
the configuration store to be connectable to an in- 
structing means for generating instruction inputs to 5 
the store, for selectable values and data in the con- 
figuration store to be accessible and alterable by the 
instruction means, and for the configuration store to 
be a memory. The memory may be a non- volatile, 
electrically-erasable, programmable, read-only mem- 10 
ory. 

Also, the encoded digital output signal is config- 
urable to be a binary signal which alternates between 
an "off" state and an "on" state, each time a signal is 
decrypted. is 

There is also provided for the digital output signal 
to be configurable to be a pulse signal of selectable 
duration, each time a signal is decrypted. 

Further there is provided for a means for indicat- 
ing a low supply, voltage to the device, a means for 20 
indicating a malfunction of the electrically-erasable, 
programmable, read-only memory, and a means for 
indicating any of the key values contained in the con- 
figuration store, in encrypted form. 

The invention extends to provide a method of 25 
configuring an electronic coding device comprising: 
interfacing on instructing means to a code selector 
and to a protocol selector, said selectors being con- 
nected to a coding logic means for coding digital sig- 
nals in accordance with one of a number of predeter- 30 
mined codes; 

instructing the code selector to select one of the num- 
ber of predetermined codes; and 
further instructing the protocol selector to selectively 
configure coded digital output signals produced by 35 
the coding logic means to conform to one of a number 
of predetermined protocols. 

There is also provided for instructing the code se- 
lector to select one of the number of predetermined 
codes by storing a number of key values, and a num- 40 
ber of variable values in a configuration store in the 
coding logic means. 

There is also provided for coding digital signals by 
encrypting a key value and a variable value contained 
in the configuration store, to produce an encrypted 45 
signal, or by decrypting a previously encrypted signal 
to recover from it the variable value by using the same 
key value contained in the configuration store, which 
was used for encryption. 

There is also provided for selectively configuring 50 
the coding logic means to be connectable to one of a 
number of predetermined signal transmission means. 

There is also provided for linking one coding de- 
vice configured for decryption, to a number of coding 
devices configured for encryption, to form an oper- 55 
able set of coding devices, by storing a different key 
value into the configuration store of each of the en- 
cryption coding devices, and by storing all of these 



different key values into the configuration store of the 
decryption coding device. 

There is also provided for synchronising an oper- 
able set of coding devices by initialising the variable 
value stored in the configuration store of each of the 
coding devices, to be a known, preselected value. 

The is also provided for avoiding the need for re- 
synchronising an operable set of coding devices, 
when power is removed from any coding device in the 
set, by storing the configuration of each coding de- 
vice in a non-volatile memory in that coding device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A preferred embodiment of the invention is de- 
scribed below, by way of example only, and with ref- 
erence to the accompanying drawings, in which: 
Figure 1 is a perspective view of a packaged in- 
tegrated circuit; 

Figure 2 is a schematic representation of the pin 
layout of the integrated circuit of Figure 1 ; 
Figure 3 is a schematic block diagram of the in- 
tegrated circuit of Figure 1; 
Figure 4 is a block diagram of coding logic for en- 
crypting digital signals; 

Figure 5 is a block diagram of coding logic for de- 
crypting digital signals; and 
Figure 6 is a block diagram of a programmer for 
configuring the integrated circuit of Figure 1 . 

DETAILED DESCRIPTION Of THE DRAWINGS 

Referring to Figure 1 , an electronic coding device 
is represented generally by numeral (21) and is, in 
this embodiment, an integrated circuit The integrated 
circuit comprises a small wafer of semiconductor ma- 
terial (not shown), such as silicon, on which an elec- 
trical circuit is produced by means any one of a num- 
ber of lithographic techniques which are well known 
in the art. The semiconductor wafer is encapsulated 
in a rectangular block of insulating plastics or ceramic 
material (22) to provide a degree of structural and en- 
vironmental protection. Electrical connection to the 
semiconductor wafer is provided by a number of met- 
allic pins (23), each pin protruding from the encapsu- 
lating block (22) and being in electrical contact with 
the semiconductor wafer. The pins (23) are arranged 
in two rows on opposing sides of the encapsulating 
block (22). The configuration of the pins indicated in 
Figure 1 is utilised for surface-mounting the integrat- 
ed circuit (21) to a printed circuit board (not shown). 

The pin configuration of the integrated circuit is 
indicated in Figure 2. The pins are arranged in a 20- 
pin dual-in-line (DIL) configuration and are individual- 
ly indicated by numerals 1 to 20 in Figure 2. As indi- 
cated, only twelve of the pins are used, with the pins 
numbered 2, 3, 8, 9, 10, 11, 19 and 20 being unused. 

Referring now to Figure 3, a block diagram of the 
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electrical circuit on the semiconductor wafer (not 
shown) of the integrated circuit of Figure 1 , is indicat- 
ed. The core of the electrical circuit is a microproces- 
sor (24) such as the TMS370 8-bit microprocessor 
core available from Texas Instruments of Dallas, s 
Texas in the USA. The microprocessor memory com- 
prises 4 kilobytes of read-only memory (ROM) (25), 
256 bytes of random-access memory (RAM) (26) and 
256 bytes of electrically-erasable programmable 
read-only memory (EEPROM) (27). The ROM and 10 
EEPROM memories are non-volatile so that data 
stored in these memories is not lost when power is re- 
moved from the integrated circuit (21 ). A crystal oscil- 
lator and divide-by-2 clock generator (28) provides 
clock frequency for the micro- processor (24) while 15 
system control is provided by firmware (29). An in- 
put/output port (30) provides five general bidirection- 
al input/output lines (31). The input/output lines are in- 
dividually configurable under program control. 

A fuse (32) may be selectively blown to disable 20 
external read access to the ROM, RAM and EEPROM 
memories to protect any sensitive data which might 
be stored in these memories. The fuse (32) is usually 
blown only after the integrated circuit (21) has been 
tested for correct operation afterithas been manufac- 25 
tured. For use in applications where power consump- 
tion is critical, the integrated circuit (21) has a stopped 
mode in which all of the circuit activity is stopped but 
data in the RAM memory (26) is maintained. Data in 
the non-volatile ROM (25) and EEPROM (27) mem- 30 
ones will not be lost in any event. The integrated cir- 
cuit (21) can only be released from the stopped mode 
by an externally supplied reset signal. 

In one particular application of this integrated cir- 
cuit related to its use in remote alarm systems, stan- 35 
dard application software is masked into the ROM 
memory (25) by lithographic techniques at the time of 
manufacture of the integrated circuit Referring to Fig- 
ures 4 and 5, the application software consists of an 
encryption algorithm (33) and a decryption algorithm 40 
(40). 

The integrated circuit (21) may be configured to 
perform either encryption or decryption by enabling 
either the encryption algorithm (33) or the decryption 
algorithm (40) respectively. 45 

Configuration data representing the configura- 
tion of the integrated circuit is stored in the EEPROM 
memory (27). The configuration data relates to the 
mode of operation of the integrated circuit that is 
whether the encryption algorithm (33) or the decryp- so 
tion algorithm (40) has been enabled. Further config- 
uration data comprises a fixed, 56-bit key value, or 
encryption key (34) and a variable value, or counter 
value (35). An arbitrary fixed data byte (37) is also 
stored in the EEPROM memory (27). 55 

The operation of the application software in an in- 
tegrated circuit (21) which has been configured for en- 
cryption is described below. When the encryption al- 



gorithm (33) is activated, the counter value (35) is in- 
cremented and the fixed byte (37) is appended to it. 
A checksum byte is computed from the counter value 
(35) and the fixed data byte (37) and is further ap- 
pended to the counter value. The counter value (35) 
is 40-bits wide so that when the counter value is ap- 
pended by the fixed byte (37) and the checksum byte 
(38), a 56-bit variable is obtained. Any algorithm may 
be used to compute the checksum, for example, a 1 6- 
bit cyclic redundancy check. The counter value, ap- 
pended by the fixed and the checksum byte is en- 
crypted together with the encryption key (34) by 
means of the encryption algorithm (33) to produce a 
unique 56-bit output value at (36). The output value 
from the encryption algorithm (33) is converted to 
serial form by a parailel-to-seriat converter (39). 

The serial data stream produced at the output of 
the parallel-to-serial converter (39) is transmitted by 
means of a radio-frequency or an infra-red transmitter 
front-end (not shown). This output data stream is con- 
figurable to conform to the timing waveform require- 
ments of the particular transmitter type which may be 
used in a given application. 

In use, up to four integrated circuits (21) config- 
ured for encryption may be linked to a single integrat- 
ed circuit (21) configured for decryption, to form an 
operable set of devices. The configuration data of the 
decryption integrated circuit must provide for the de- 
cryption algorithm (40) to be enabled. Furthermore, 
each of the encryption integrated circuits must be 
configured with a unique encryption key (34) and with 
the same fixed data byte (37). The decryption inte- 
grated circuit is configured with the encryption key 
(34) of each of the linked encryption integrated cir- 
cuits, up to a maximum of four such keys, and with the 
common fixed data byte (37). The decryption inte- 
grated circuit is further configured with a counter val- 
ue for each of the linked encryption integrated cir- 
cuits, up to a maximum of four. 

A radio-frequency of infra-red receiver (not 
shown) acts as a front-end to the integrated circuit 
(21) which is configured for decryption, to receive a 
data stream transmitted by any one of the encryption 
integrated circuits. The receiver type is selected to 
match the transmitters used with the encryption inte- 
grated circuits. 

The operation of the application software in an in- 
tegrated circuit which has been configured for de- 
cryption is described in the discussion which follows. 
A serial data stream which is received by the receiver 
front-end (not shown) is converted into a received 56- 
bit data word by a serial-to-parallel converter (41). 
The data word is decrypted by applying the decryp- 
tion algorithm (40) and a decryption key (42a). It will 
be obvious to a person skilled in the art that where the 
decryption algorithm (40) is the inverse of the en- 
cryption algorithm (33), and where the decryption 
key (42a) is the same as the encryption key (34), then 
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the decrypted data word will be a 56-bit data word 
made up of the counter value (35), followed by the 
fixed byte (37) and the checksum byte (38) which was 
transmitted in encrypted form as described above. 

An additional checksum byte is computed from 5 
the decrypted counter value and the decrypted fixed 
byte using an identical algorithm to the checksum al- 
gorithm that was used prior to encryption to compute 
the checksum byte (38). The received checksum byte 
and the computed checksum byte are compared at 10 
(43) and, if they are not the same, then either data 
corruption has occurred during transmission, or an 
incorrect decryption key has been used in the de- 
cryption process. If the received and computed 
checksum bytes do not match, the received data word is 
is again decrypted using another decryption key 
(42b) stored in the EEPROM memory (27) of the de- 
cryption integrated circuit and a checksum byte is 
computed and compared with the received checksum 
byte as above. The process is repeated until either all 20 
the stored decryption keys (42a), (42b), (42c) and 
(42d) have been used for decryption, or a computed 
checksum byte is found which matches the received, 
decrypted checksum byte. If no matching checksum 
bytes are found in this manner, the received data is 25 
discarded and the receiver continues to listen for 
other transmitted streams of data. 

When matching checksum bytes are found, the 
received, decrypted fixed byte is compared at (44) 
against the fixed byte stored in the EEPROM (27) of 30 
the decryption integrated circuit. If the received and 
the stored fixed bytes do not match, the received data 
is discarded. 

Lastly, the received, decrypted counter value is 
tested at (45) for validity against the stored counter 35 
value corresponding to the encryption key (42a), 
(42b), (42c) or (42d) which produced matching check- 
sum bytes. For the received, decrypted counter value 
to be valid, it must be greater than the corresponding 
counter value stored in the decryption integrated cir- 40 
cuit, since the counter value (35) in the encryption in- 
tegrated circuit is incremented, prior to encryption 
and transmission. In addition the received counter 
value must be less than the stored counter value plus 
a deadband of 2047, to allow for accidental or delib- 45 
erate activation of the encryption integrated circuit 
when it is out of transmission range of the decryption 
integrated circuit. Once the received counter value 
has been tested and found to be valid, an output sig- 
nal is generated by the integrated circuit, at (46), ac- so 
cording to the requirements of the application. 

The output (46) of the decryption integrated cir- 
cuit (21) may be configured to toggle between two 
states, equivalent to an "on" or an "off" state, or to be 
a pulse of selectable duration between 0,1 and 2,5 55 
seconds. Alternatively, the output (46) may be config- 
ured to emulate the protocol of other known types of 
integrated circuits. An output signal (46) conforming 



to the emulated protocol is generated each time the 
decryption integrated circuit (21) receives a valid data 
stream from an encryption integrated circuit Some of 
the protocols which may be emulated are the 
MC145026/VD5026 data format from Motorola of the 
USA, the MM53200/MM57C200 data formatfrom Na- 
tional Semiconductor of the USA, or the TEA5500/1 
data format from Philips of the Netherlands. 

Turning now to Figure 6, the EEPROM memory 
(27) in which the configuration of the integrated cir- 
cuit (21) is stored, is configured by means of a pro- 
gramming unit (50) which may, optionally, be con- 
nected to a computer (57) such as an IBM-compatible 
personal computer (PC). The programming unit (50) 
comprises a microprocessor (52), a power supply 
(53), a keypad (54) for data entry, a liquid crystal dis- 
play (LCD) (55) and a programming socket (56) to re- 
ceive the integrated circuit (21). The programming 
unit (50) may be connected, at (57), to a parallel ex- 
pansion socket (not shown) for external programming 
of additional integrated circuits (21). The program- 
ming unit (50) is connectable to the computer (51) 
through an RS232C communication port (58). The 
programming unit may be used in a stand-alone 
mode, in which case connection to the PC (51) is not 
necessary, and all configuration is performed via the 
keypad (54). 

Each integrated circuit (21) which is configured 
for encryption is configured with its own fixed unique 
encryption key (34) by generating a 56-bit random 
number in the programmer (50) and downloading this 
value to the EEPROM memory (27) of the integrated 
circuit. A single integrated circuit (21) configured for 
decryption is linked with up to four integrated circuits 
configured for encryption, by configuring its EE- 
PROM memory (27) with the respective encryption 
keys (42a), (42b), (42c) and (42d) of the encryption 
integrated circuits to which it is to be linked. 

The output of an integrated circuit (21) configured 
for encryption may be used to cause a light-emitting- 
diode (LED) (not shown) to flash intermittently to pro- 
vide an indication of low supply voltage. When a low 
supply voltage is detected, a warning code is trans- 
mitted by the encryption integrated circuit to the inte- 
grated circuit (21) configured for decryption, to which 
it is linked, and an output of the decryption integrated 
circuit will then be set, and this output may be used 
to illuminate an LED or to sound a buzzer to provide 
audible and visual warning of the low supply voltage. 
A similar warning code may be transmitted when an 
encryption integrated circuit is unable to write data to 
the EEPROM memory (27) due to a malfunction. 

When integrated circuits (21) are used in a motor 
vehicle alarm system, for example, one or more en- 
cryption integrated circuits must be linked with a sin- 
gle integrated circuit configured for decryption in the 
manner outlined above, that is, the encryption key of 
each encryption integrated circuit is loaded into the 
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configuration memory of the decryption integrated 
circuit where it is then available for use by the decryp- 
tion algorithm (40). To ensure security, the encryption 
integrated circuit can be made to flash an LED (not 
shown) to enable the optical recovery of the encryp- 5 
tion key in an integrated form. The encrypted flashes 
of light may be detected by a receiver and decrypted 
and down-loaded to a decryption integrated circuit 
(21). In this manner, a service station may quickly and 
easily reconfigure the alarm system on a motor vehi- 10 
cle. To ensure synchronisation between the encryp- 
tion and decryption integrated circuits, in an operable 
set, all counter values stored in the respective mem- 
ories of these devices are initialised to have zero val- 
ues. 15 

This embodiment of the invention has been de- 
scribed with particular reference to a remote alarm 
system, but the scope of the invention is clearly not 
limited to this application. 

The invention therefore provides a low-cost, con- 20 
figurable application oriented controller suitable for 
use in applications requiring secure data transmis- 
sion. 



Claims 



2. An electronic coding device as claimed in claim 1 
characterised in that the code selector and the 
protocol selector are a configuration store. 



An electronic coding device as claimed in claim 3 
characterised in that one coding of digital signals 
is encrypting a key value and a variable value 
contained in the configuration store, to produce 
an encrypted signal. 



25 



1. An electronic coding device, comprising: 

coding logic means to code digital signals in ac- 
cordance with one of a number of predetermined 30 
codes; 

a code selector connected to the coding logic 
means, the code selector being instructable to 
select one of the number of predetermined 
codes; 35 
an input for the coding logic means to receive dig- 
ital input signals; and 

a protocol selector connected to the coding logic 
means, the protocol selector being instructable to 
configure coded digital output signals produced 40 
by the coding logic means to conform to one of a 
number of predetermined protocols. 



3. An electronic coding device as claimed in claim 2 
characterised in that the configuration store con- 
tains a number of key values, a number of vari- 50 
able values, and data to select one of the number 
of predetermined codes for coding digital signals. 



5. An electronic coding device as daimed in claim 4 
in which another coding of digital signals is de- 
crypting a previously encrypted signal to recover 
from it the variable value by using the same key 
value contained in the configuration store, which 
was used for encryption. 

6. An electronic coding device as claimed in any one 
of claims 2 to 5 characterised in that the config- 
uration store is connectable to an instructing 
means for generating instruction inputs to the 
store. 

7. An electronic coding device as claimed in claim 6 
characterised in that selectable values and data 
in the configuration store are accessible and al- 
terable by the instruction means. 

8. An electronic coding device as claimed in any one 
of claims 2 to 7 characterised in that the config- 
uration store is a memory. 

9. An electronic coding device as claimed in claim 8 
characterised in that the memory is a non-vola- 
tile, electrically-erasable, programmable, read- 
only memory. 

1 0. An electronic coding device as claimed in claim 5 
characterised in that the digital output signal is 
configurable to be a binary signal which alter- 
nates between an "off* state and an "on" state, 
each time a signal is decrypted. 

11. An electronic coding device as claimed in claim 5 
characterised in that the digital output signal is 
configurable to be a pulse signal of selectable 
duration, each time a signal is decrypted. 

1 2. An electronic coding device as claimed in any one 
of the preceding claims characterised in that it in- 
cludes a means for indicating a low supply vol- 
tage to the device. 



13. An electronic coding device as claimed in claim 9 
45 characterised in that it includes a means for indi- 

cating a malfunction of the electrically-erasable, 
programmable, read-only memory. 



14. An electronic coding device as claimed in any one 
of claims 3 to 13 characterised in that it includes 
a means for indicating any of the key values con- 
tained in the configuration store, in encrypted 
form. 



55 1 5. A method of configuring an electronic coding de- 
vice comprising: 

interfacing on instructing means to a code selec- 
tor and to a protocol selector, said selectors being 
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connected to a coding logic means for coding dig- 
ital signals in accordance with one of a number of 
predetermined codes; 

characterised in that the code selector is instruct- 
ed to select one of the number of predetermined 
codes; and 

the protocol selector is further instructed to se- 
lectively configure coded digital output signals 
produced by the coding logic means to conform 
to one of a number of predetermined protocols. 

16. A method of configuring an electronic coding de- 
vice as claimed in claim 15 characterised in that 
the code selector is instructed to select one of the 
number of predetermined codes by storing a 
number of key values, and a number of variable 
values in a configuration store in the coding logic 
means. 



22. A method of configuring an electronic coding de- 
vice as claimed in claim 21 characterised in that 
the need for resynchronising an operable set of 
coding devices is avoided, when power is re- 
5 moved from any coding device in the set, by stor- 

ing the configuration of each coding device in a 
non-volatile memory in that coding device. 



10 
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17. A method of configuring an electronic coding de- 20 
vice as claimed in claim 16 characterised in that 

one of the predetermined codes for coding digital 
signals is encrypting a key value and a variable 
value contained in the configuration store, to pro- 
duce an encrypted signal. 25 

18. A method of configuring an electronic coding de- 
vice as claimed in claim 17 characterised in that 
another of the predetermined codes for coding 
digital signals is decrypting a previously encrypt- 30 
ed signal to recover from it the variable value by 
using the same key value contained in the con- 
figuration store, which was used for encryption. 

19. A method of configuring an electronic coding de- 35 
vice as claimed in any one of claims 1 5 to 1 8 char- 
acterised in that the coding logic means is selec- 
tively connectable to one of a number of prede- 
termined signal transmission means. 

40 

20. A method of configuring an electronic coding de- 
vice as claimed in claim 18 characterised in that 
one coding device configured for decryption is 
linked to a number of coding devices configured 

for encryption, to form an operable set of coding 45 
devices, by storing a different key value into the 
configuration store of each of the encryption cod- 
ing devices, and by storing all of these different 
key values into the configuration store of the de- 
cryption coding device. 50 

21. A method of configuring an electronic coding de- 
vice as claimed in claim 20 characterised in that 
the operable set of coding devices is synchron- 
ised by initialising the variable value stored in the 55 
configuration store of each of the coding devices, 

to be a known, preselected value. 
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